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Things I plan* to cover

* According to the slides

About

Intro to OSINT

Set up

Types of Geodata Tools, 
Techniques

Ethics / Legalities

Real World Case 
Studies

Challenges and 
Limitations Countermeasures

Conclusion
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What is Digital Investigation?

----------------------- Time ------------------- 

INCIDENT OCCURS

SECURITY INVESTIGATION



OSINT for 
Geodata
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What is OSINT?

• Intelligence produced from publicly available information

• Collected, exploited, and disseminated in a timely manner

• To an appropriate audience 

• For the purpose of addressing a specific intelligence 
requirement.
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Why?

Locate 
something

Monitor 
Environment

Track 
Movement 

and Patterns

Verify 
Information

Identifying 
Networks Timelining

Cross 
Referencing 

data

Initial 
ntelligence

Incident 
Response

Map to 
Landscape

Trace Covert  
/Anon 
Activity
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Applications

Law Enforcement Investigative 
Reporting Military/Intelligence Humanitarian Aid

Environmental 
Monitoring Corporate Security Public Health Urban Planning

Incident Response Social Justice 
Advocacy
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https://www.bbc.co.uk/news/technology-42853072



12

Salisbury Poisoning Suspects

12

https://www.bellingcat.com/resources/podcasts/2020/06/
16/bellingchat-episode-3-hunting-the-the-salisbury-
poisonings-suspects/
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https://www.missingpersonshackathon.com.au/



Setting up your 
OSINT Station
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Hardware Considerations

2+ Monitors 
(High Res)

High 
Performance 
GPU, CPU + 

RAM

GPS Receiver
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Software

?

Virtual 
Machine?

Data 
Wrangling

Mapping

Python

Clean 
BrowserEXIF Tools

VPN / TOR

Network / 
Packet 
Tools

Social 
Media 

Analysis 
Tools
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Managing Personas

?

Privacy 
Focused 
Browser

Privacy 
Extensions

Browser 
Settings

Cleaning 
Schedule

Account 
Separation
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Anonymous ….?

18
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Good Practice

• Clean System

• Clean Accounts

• Regular sanitisation

• Clean link (VPN / separate from normal network

• Test Sources

• Take Notes!!! (Repeatable, safety!)

19
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Good Practice - Safety

• Notes!

– Accidents happen

– Things appear

– Welfare policy

–  Containment/notification policy

– Lab protection policy

20
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When it goes wrong …. 
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Types of 
Geodata
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Raw Geo Data for Digital Investigations

Mobile 
& 

Network 

GPS Data

Cell Tower 
Triangulation

Wi-Fi Access Points

IP Geolocation

Public Transport

Mobile Payment

Device 
& 

Sensor

Vehicle Telematics

Drone Logs

Smartwatch/Health 
Trackers / 
Wearables

Bluetooth / wireless 
data

IoT Device Location

Handheld Device

Media & 
Social

Geotagging

Location / Check in 
Data

IP / Connection 
Data

Aerial & 
Satellite

Satellite Imagery

Drone GPS

Travel

Airline

Public Transport

Vehicle Tracking 
Systems

Phone Connection 
Data

Smart Wearable 
Data
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Processed / Prepared

24

Records
Open 

Mapping 
Platforms

Crowdsource Data Breach 
/ Leaks



OSINT 
Techniques for 

Geodata 
Collection
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Online Services
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Opencellid.org

https://www.opencellid.org/#zoom=18&lat=50.937222&lon=-1.397802

https://www.opencellid.org/#zoom=18&lat=50.937222&lon=-1.397802
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Opencellid.org

https://www.opencellid.org/#zoom=18&lat=50.937222&lon=-1.397802

MMC
Mobile Country Code

UK 234
USA 310

MNC
Mobile Network Code

Vodafone UK 15
02 Germany 03

LAC
Location Area Code

Cluster of Cell Towers

Cell ID
Cell Identifier

Unique Tower ID

https://www.opencellid.org/#zoom=18&lat=50.937222&lon=-1.397802
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GPS Data

https://exiftool.org/

https://exiftool.org/
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Social Searcher

https://www.social-searcher.com/

https://www.social-searcher.com/
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Wigle.net

https://wigle.net/
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IP Info
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IP Bulk Lookup

https://www.infobyip.com/ipbulklookup.php

https://www.infobyip.com/ipbulklookup.php
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Individual Travel Apps
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DJI Flysafe

https://fly-safe.dji.com/home
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Strava Wearable Heatmap

https://www.strava.com/maps/global-heatmap

https://www.strava.com/maps/global-heatmap
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Shodan
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https://www.shodan.io/
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Social Media Places
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https://www.facebook.com/places/
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X Advanced Search

https://x.com/search-advanced
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Google Earth

https://earth.google.com
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Flight Radar

https://www.flightradar24.com/
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Marine Traffic

https://www.marinetraffic.com
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General
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Search Engines

• Search Terms

– site:[url] [term]

– Filetype:[type]

– Related:[url]

– Cache:[url]

• https://datasetsearch.research.google.com/

• https://www.google.co.uk/maps/preview

44

https://datasetsearch.research.google.com/
https://www.google.co.uk/maps/preview
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Social Media and News Sites

• Useful for current trends

• Need validating / corroborating

• May contain items with geodata (e.g. videos, photos, docs)

45
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Metadata / Hidden / Deleted Data!!

• Under documents / images / videos there is much data

• We can geolocate based on many factors including

– Hidden Data

– Metadata

– Techniques / Software used

46
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Metadata / Hidden / Deleted Data!!
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https://edition.cnn.com/2020/11/30/asia/wuhan-
china-covid-intl/index.html
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Data in Transit & On Device
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Data in Transit

DiT

Public API

WiFi 
Networks 

IoT 
metadata

Public 
GPS 

shared 
data

Public 
Transport

** 
Bluetooth

** Wifi 
Traffic

** 
Cellular 
Traffic

49

** Generally requires permission
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Data on Device

50

Device

Apps

Settings

Hidden 
Data

Deleted 
Data

Backups 
/ Cloud

** Generally not available via OSINT unless publicly shared / breach



Ethics and 
Legalities
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Ethics / Legalities

Privacy 
Violations Data Misuse Accidental De-

Anon.
Stalking / 

Surveilance

Unintended 
Consequences!! Violating ToS Data Accuracy 

issues
Discrimination 

/ Bias

Legal Issues Lab Issues

52



Challenges and 
Limitations
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Challenges

Data 
Availability Accuracy Reliability

Fragmentation Geolocation 
Restrictions

Legal 
Boundaries

Language 
Barriers

Rapid Data 
Change Large Data
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Limitations

Limited Data 
in Free Layer

Dependence 
on Sharing

Attribution 
Issues

Geographic 
Bias

Platform 
Limitations

Data 
Interpretation 

Challenges

Metadata 
Removal Security Risks
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Countermeasures
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Limiting 
Metadata 
Exposure

Control Social 
Media Sharing 

(Privacy)

Anon. Online 
Activity

Restrict Data 
Access

API Control, 
inconsistency IoT Security

Deepfake / 
Misinformation



Conclusion
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Conclusion

• Experiment / Test Sources before use

• Corroborate data where possible

• Set your system up wisely

• Take notes of Activity!



YOUR QUESTIONS

Professor Sarah Morris

s.morris@soton.ac.uk
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