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What is Digital Investigation?

INCIDENT OCCURS

SECURITY INVESTIGATION
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What is OSINT?

« Intelligence produced from publicly available information
« Collected, exploited, and disseminated in a timely manner
« To an appropriate audience

« For the purpose of addressing a specific intelligence
requirement.
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Why?

Track
Movement
and Patterns

Verify
Information

Locate Monitor
something Environment

Cross
Timelining Referencing
data

Initial
ntelligence

Identifying

Networks

Trace Covert
/Anon
Activity

Incident Map to
Response Landscape




Applications

Law Enforcement

Environmental
Monitoring

Investigative
Reporting

Corporate Security

Incident Response
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Military/Intelligence Humanitarian Aid

Public Health Urban Planning

Social Justice
Advocacy
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Home | InDepth | Israel-Gaza war | US election | Cost of Living | War in Ukraing

Business

Technology

Fitness app Strava lights
up staff at military bases

(® 29 January 2018

STRAVA

The movements of soldiers within Bagram air base - the largest US military facility in
Afghanistan

https://www.bbc.co.uk/news/technology-42853072
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Salisbury Poisoning Suspects

belléngcat

BellingChat Episode 3 - Hunting the The Salisbury
Poisonings Suspects

June 16, 2020
Movichok Russia

The new BBC series The Salisbury Poisonings tells the story of the impact of the Skripal assassination attempt
on the people of Salisbury, but what do we know about the two suspects identified by UK authorities?
Bellingcat’s Christo Grozev explains the work he did to reveal the true identities of the Skripal suspects, how he

identified their commanders, and how that connected to other Russian spy operations, from assassination to
coup attempts, across Europe.

https://www.bellingcat.com/resources/podcasts/2020/06/
16/bellingchat-episode-3-hunting-the-the-salisbury-

poisonings-suspects/ 12



B HACKATHON

HOW IT WORKS
2024 EVENT
2020 EVENT
2019 EVENT
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https://www.missingpersonshackathon.com.au/

UNIVERSITY OF

Southampton

13



IIIIIIIIIII

Setting up your
OSINT Station



Hardware Considerations

High
2+ Monitors Performance

(High Res) GPU, CPU +
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GPS Receiver

RAM
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Software

Social
Media
Analysis

Tools

Network /
Packet
Tools

Virtual
Machine?

DELE:!
Wrangling

_—

N

Clean
Browser

Mapping
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Managing Personas

Account
Separation

Cleaning
Schedule

Privacy
Focused
Browser

Privacy
Extensions

Browser
Settings
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Anonymous ....?
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Good Practice

« Clean System

« Clean Accounts

« Regular sanitisation

« Clean link (VPN / separate from normal network
« Test Sources

« Take Notes!!! (Repeatable, safety!)
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Good Practice - Safety

Notes!

Accidents happen
Things appear

Welfare policy

Containment/notification policy

Lab protection policy
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When it goes wrong ....
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Raw Geo Data for Digital Investigations

Mobile
&

Network

GPS Data

Cell Tower
Triangulation

Wi-Fi Access Points

IP Geolocation

Public Transport

Mobile Payment

Device
&
Sensor

Vehicle Telematics

Drone Logs

Smartwatch/Health
Trackers /
Wearables

Bluetooth / wireless
data

loT Device Location

Handheld Device

Social

Geotagging

Location / Check in
Data

IP / Connection
Data
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Media & Aerial &

Satellite

Satellite Imagery

Drone GPS

Travel

Airline

Public Transport

Vehicle Tracking
Systems

Phone Connection
DEL:

Smart Wearable
Data




Processed / Prepared

UNIVERSITY OF
Southampton

Open
Records Mapping
Platforms
Crowdsource Data Breach

/ Leaks
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OSINT
Techniques for
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Collection



Online Services
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Opencellid.org

25 opencellid.org/#zoom=18&lat=50.9

The world's largest Open Database of Cell
Towers

Explore network coverage by operator and country, and more!

B ol | - Burgesa e
Burgess Read

93. Q Southampton, England. United King X |

Search Cell Towers ® n
= Cost ture Worlds ra
MCC -» Pret AManger COStd La |
R — 9 & |
i |

e ] op

] —
Gower !
0

G:GSM
C: CDMA 9 gafishury Road
2 (-]
Ui._:UL'\‘.‘r;h salisbury Road y q
i
Ll i o

o]

30 m ‘
100 ft Leaflet | € LocationlQ Maps, OpenStreetMap Contributors, Search by LocationlQ

https://www.opencellid.org/#zoom=18&Iat=50.937222&lon=-1.397802 27
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Opencellid.org

Search Cell Towers - MMC
Mobile Country Code
MCC
UK 234
MHMNC USA 310
LAGC
LAC
Cell 1D Location Area Code
Search Cluster of Cell Towers
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MNC
Mobile Network Code

Vodafone UK 15
02 Germany 03

Cell ID
Cell Identifier

Unique Tower ID

https://www.opencellid.org/#zoom=18&lat=50.937222&Ilon=-1.397802 58
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GPS Data

ExifTool by Phil Harvey
Read, Write and Edit Meta Information!

Also available --= Utility to fix Nikon NEF images corrupted by Mikon software

exiftool.org|

s) Google Lens

Note: IP's that agressively download muitiple copies of the distribution files or access web pages too quickly will be blocked.
m Tag Names Resources History Forum _____FAQ |
Features

Download Version 12.96 (7.1 MB) - Sept. 1, 2024

ExifTool is a platform-independent Perl library plus a command-line application for reading, writing and
editing meta information in a wide variety of files. ExifTool supports many different metadata formats including
EXIF, GFS, IPTC, XMP, JFIF, GeoTIFF, ICC Profile, Photoshop IRB, FlashPix. AFCE and [D3, Lyrics3, as well as the
maker notes of many digital cameras by Cancon, Casio, DJI, FLIR, FujiFilm, GE, GoPro, HP, JVC/Victor, Kodak, Leaf,
Minolta/Konica-Minolta, Motorola, Nikon, Nintendo. Clympus/Epson, Panasonic/Leica, Pentam’Asahi_ Phase One,

Reconyx, Ricoh, Samsung, Sanyo, Sigma/Foveon and Sony.

ExifTool is also available as a Windows executable and a MacO S package: (Note that these versions contain the
executable only, and do not include the HTML documentation or other files of the full distribution above.)

32-bit:_exiftool-12.96_32.zip (10.8 MB)

Windows
64-bit: exiftool-12.96_64.zip (10.6 MB)

The Windows executable archives include Perl. Just download and un-zip the appropriate archive then double-click
on "exiftool(-k).exa" to read the application documentation, drag-and-drop files and folders to view meta
information, or rename to "exiftool.exe" for command-line use. Note that if you move the .exe to another folder,
you must also move the "exiftool_files" folder to the same location.

User Comments
System Reqmremem
Running_ExifTool
Example Output
Tag_Names Explainet
Tag Groups

Wiriting Information
Writer Limitations
Known Problems
Security Issues
Date/Time Shift
Renaming Files
Performance
ExifTool Library
Additional Resources
New Discoveries
Acknowledgements
License

Donate

Background

Contact Me

(The Windows packages are based on work by Oliver Betz, and use his launcher. Oliver also provides seli-installing versions of fhese

executables See [fis forum post if you have any problems/comments with these versions.)

MacOS Package: ExifTool-12.96.pkg (5.1 MB)

https://exiftool.org/
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Social Searcher

0 R 2% sodal-searcher.com w G € N o

SILOGIN v SIGN UP

©

Social Searcher

Free Social Media Search Engine

MENTIONS TRENDS

southampton

‘ Available on the
App Store

www.social-searcher.com
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Wigle.net

¥ () Google Lens Y..‘:') ©

@ @ Wiew Uploads Info @ Stats Q Tools

Login~

WIGLG.MNCT

All the networks. Found by Everyone.

STUMBLERS WIFI WIFI WIFI TODAY BT DEVICES CELL TOWERS
568,114 NEIWORKS OESERVATIONS 90,045 3,000,563,683 24,432,628
1,406,778,250 18,980,457,345

23 years of WiGLE [JREEESES AR Bols BIEeER TN RS 2
southampton Ko ul 5 .-‘-?5' o Latitude |50,9327 to 50.9402
Sat, 07 Sep 2024 e =% wog.Bit i58 ‘wimlEC
3 ; | g i
18:27:38 GMT | gi i

Longitude |.1.402 to -1.3875

SSID  [foobarnet |

[ Date Range: 2001-2025
|

Somehow this hobby project
has lasted for 23 years - a
truly epic run.

Honeysuckle Road

read more.

] Possible FreeNet
-arkasha [J Possible Commercial Net
I No Labels

DEF CON 32 RFHS

World Wide War
Drive

Wed, 10 Jul 2024
16:23:57 GMT

OK folks, it's GO time.

Only Discovered By Me
Only Discovered By Others

Coloring:

S Jensity

Filter
View:

read more.

-arkasha

Notes:

Zoom in to see indvidual SSI0s.

BM Files Parsed! c=ll tower: blue

https://wigle.net/
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Cc 25 ipinfo.io

Explore our IP Address Database Downloads for instant access to our IP address insights

@]P[nfo Products v Solutions v Why IPinfo? ~  Pricing Resources v Docs =—

The Trusted Source For IP Address Data

Accurate |IP address data that keeps pace with secure, specific, and forward-looking use cases.

Sign up for free Contact sales

82.30.50.19
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IP Bulk Lookup

O

232 infobyip.com/ipbulk

Domain and IP bulk lookup tool

Enter IPs or domains separated by space or new line.
Alternatively enter server log lines containing IPs or domains.

Additional DN5 record type to lookup for domains = None L
Preserve duplicates
| Lookup |

Domain and IP bulk lookup tool allows to lookup domain, location, ISP and ASN for multiple hosts (IPs or domains) at once. It also
supports lookup of MX or NS DNS records for multiple domains. This tool is commonly used for investigating IPs found in server
logs. The limit is 100 IPs/domains per request.

https://www.infobyip.com/ipbulklookup.php 33
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Individual Travel Apps

2% stagecoachbus.com/p

(U Stagecoach il —

@ Set your location v Buy tickets »

-

Stagecoach |***| Live bus information

Live bus tracker
Get live bus times for your journey and see exactly when your bus will arrive. Track you bus in real time with the Stagecoach Bus App.

Live bus information means you're in control of your journey — instead of waiting at the bus stop you'll be able to grab that extra cup of
coffee orfinish that last email with peace of mind that you won't have to run for the bus!

L 1,7 PR [P | . .
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DJI Flysafe
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ly-safe.dji.com/home] (*] Google Lens

FLYSAFE

DJI is committed to helping pilots unleash their aerial creativity safely and
responsibly. In keeping with that commitment, we're offering this page filled
with the latest tips, regulatory links, and instructional videos. You can also
learn about the DJI GEO System along with its flight restriction zones and
all-new unlocking system. While we've made every effort to provide
comprehensive information, this page is not a substitute for pilot's ability to
exercise good judgment. As a DJI pilot, you are selely responsible for
ensuring your flights are conducted safely and in accordance with all local
laws and regulations.

GEO Zone Information Unlocking New Unlock Request
China hd DJI Mavic 3 hd

£l sUPPORT
»HOW TO UNLOCK

““A GEO ZONE

Check local GEO Zones

Learn about local policies
and regulations

on the map

https://fly-safe.dji.com/home 35



Strava Wearable Heatmap

strava.com/ma

The Global Heatmap

Athletes from around the world come here to dizscover new places and be active.
Here's what you should know about the heatmap and the data it reflects.

The heatmap is available to the public. but only registered Strava athletes may
zoom in to street-level details of activity on the heatmap.
The heatmap is updated monthly.

The global heatmap shows “heat’ made by activities with visibility set 1o
“Everyone” over the last 12 months.

The Heatmap alzo excludes all portions of activities hidden using your-
visibility settin hide address, hide start/end, hide entire map).

Athletes may opt out by updating their privacy settings.

Areas with very little activity may not show any ‘heat’.

Click here to lzarn more or close this window to explore the heatmap.

Log in or Sign up Explore the Heatmap

https://www.strava.com/maps/global-heatmap

UNIVERSITY OF
Southampton
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Shodan

> C %3 shodanio W © w0 o

_

Search Engine
for the Internet
of Everything

th firs

https://www.shodan.io/ 37



Social Media Places

-l acebook.com/places/|

() Googlelens [%

Discover great places in every city

B
" Q City name

https://www.facebook.com/places/

©
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X Advanced Search

https://x.com/search-advanced

b Advanced search

Words

UNIVERSITY OF

Southampton
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Google Earth

File View Add Tools Help
(o}

+ New

This is your running list of projects. Create
new ones, open existing ones from Drive
or import files from your computer.

https://earth.google.com 40
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| |
FI I g ht Rad a r c -l ttps://www.flightradar24.com/51.56.-1.78/% %) Google Lens
2 =y
LOG IN \ (@) {flightradar24

https://www.flightradar24.com/ 41
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Marine Traffic

Greenland
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https://www.marinetraffic.com 42



General
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Search Engines

Search Terms
— site:[url] [term]
— Filetype:[type]
— Related:[url]
— Cache:[url]

https://datasetsearch.research.google.com/

https://www.google.co.uk/maps/preview
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Social Media and News Sites

Useful for current trends

Need validating / corroborating

May contain items with geodata (e.g. videos, photos, docs)

45
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Metadata / Hidden / Deleted Data!!

Under documents / images / videos there is much data

We can geolocate based on many factors including
— Hidden Data
— Metadata

— Techniques / Software used

46



47

UNIVERSITY OF

Southampton

Metadata / Hidden / Deleted Data!!

— E\M World Watch Listen LiveTV | Sign In "

C1video Ad Feedback

China document leak shows flawed pandemic response

https://edition.cnn.com/2020/11/30/asia/wuhan-

china-covid-intl/index.html 7



Data in Transit & On Device

UNIVERSITY OF

Southampton

48



49

Data in Transit

Public API

Cellular
Traffic

loT
metadata

Bluetooth

Public
Transport

** Generally requires permission

UNIVERSITY OF

Southampton
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Data on Device

Backups
/ Cloud @
Deleted Hidden
Data Data

** Generally not available via OSINT unless publicly shared / breach

50
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Ethics and
Legalities



Ethics / Legalities

Privacy
Violations

Unintended
Consequences!!

Data Misuse

Violating ToS

Legal Issues

Accidental De-
Anon.

Data Accuracy
EES

Lab Issues

UNIVERSITY OF
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Stalking /
Surveilance

Discrimination
/ Bias
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Challenges and
Limitations



Challenges

DELE:
Availability

Fragmentation

Language
Barriers

Accuracy

Geolocation
Restrictions

Rapid Data
Change

UNIVERSITY OF

Southampton

Reliability

Legal
Boundaries

Large Data

54
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Limitations

Limited Data Dependence Attribution
in Free Layer on Sharing Issues

Data
Interpretation
Challenges

Geographic Platform
NEN Limitations

Metadata

Removal Security Risks

55
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Countermeasures



Limiting
Metadata
Exposure

Restrict Data
Access

Control Social
Media Sharing
(Privacy)

APl Control,
inconsistency

Deepfake /
Misinformation

UNIVERSITY OF

Southampton

Anon. Online
Activity

loT Security

57
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Conclusion

« Experiment / Test Sources before use

« Corroborate data where possible
« Set your system up wisely

« Take notes of Activity!

59
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YOUR QUESTIONS

Professor Sarah Morris
s.morris@soton.ac.uk
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